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Introduction
Feature Creep aim to provide staff with a neutral working environment and optimal performance of resources for execution of Feature Creep business. To help achieve these goals, this Acceptable Use Policy (AUP) is required to define the responsibilities of staff, contractors and visitors when making both business and personal use of the Company's IT resources.

It can sometimes be difficult for users to know if a contemplated use of a service or resource is acceptable. While personal use of these facilities is permitted, all such usage must be within the rules and guidelines defined in this AUP. Details as to how breaches of this AUP should and will be handled are also included.
Feature Creep’s IT resources include:
· Servers .
· Workstations and PCs
· Communications devices
· Local and wide area network connections, including connections to customer sites
· Services such as e-mail, newsgroups and World Wide Web.
· Telephone systems
If you are uncertain as to whether a contemplated use or action is permitted under the terms of this AUP or the Feature Creep Network Security Policy, please contact your manager for official determination.

All IT resources and services are provided primarily for the execution of Feature Creep business. While it is recognised that certain Feature Creep resources (but not those of a customer) may be used occasionally for personal purposes by staff, such activities:
• Must be during the user's personal time
• Should if at all possible be avoided during core office hours
• Must not significantly degrade the performance of the resources
• Must not be in any way contrary to the interests of Feature Creep
• Must not impact Feature Creep financially
Feature Creep reserves the right to restrict or withdraw this privilege at any time. In addition all users should be aware that they have no explicit rights to privacy when using any Feature Creep resources. Please refer to the later section with regard to the associated monitoring and logging of resource usage.
In addition, all users must adhere to the following rules when using any of the IT resources:
1. All users must be familiar with the current IT Acceptable Use Policy, as defined in this document.
2. Deliberate bypassing of the Feature Creep Network Security is prohibited.
3. No user should deliberately cause a disruption of service on any of the facilities.
4. Users should not modify other users' personal files without authorisation from the owner or the owner's Manager, even if they have 'write' permissions on those file
5. Users are not permitted to access any confidential or private information (e.g. e-mail folders, contents of private directories) without authorisation from the owner the owner's Manager. Access permissions should not be construed as implicit authorisation to access files. Please contact the owner, or a Manager if you believe any access restrictions should be changed.
6. Software licensing laws must be observed and complied with. Unlicensed software must not be used or stored on any Company resources.
7. Unauthorised use of any resources is prohibited, whether they are inside or outside the domain of Feature Creep.
Virus Checking
1. All software and documents should be checked for viruses using the Company's chosen anti-virus software before use, distribution, or storing on a resource. The anti-virus software's dynamic scanning features should be enabled at all times to ensure software and documents (including e-mail attachments) are scanned automatically as you use or access them. In addition, all PCs should be scanned weekly. The anti-virus software should do this automatically in its default configuration.
2. Anti-virus precautions apply to documents (e.g. MS Word documents and Excel spreadsheets) as much as to executable files, as these may also carry viruses.
3. If a virus is detected the Management Team must be contacted immediately and the machine must not be used until the problem has been resolved.

Copyright
All users must obey and respect copyright laws when using any resources or services provided by Feature Creep Ltd. Examples where infringement or breach of copyright may not necessarily be obvious, but is none the less illegal, include:
· Using unlicensed software
· Copying content of WWW sites
· Use of Audio/music files (e.g. those stored in the MP3 format) other than those explicitly purchased or in the public domain.
User Responsibilities
Each user has the following responsibilities with regard to Feature Creep's network resources:
1. Each user should ensure that any account they have on a network, machine or other shared resource (e.g. a UNIX or NT server), is protected by a password. Passwords should be difficult to guess (e.g. it should not be the user's account name) and must be changed regularly.
2. Sensitive Company data that users do not wish anyone else to access should be stored in encrypted form either on a user's workstation or in a password protected account on a file server. Appropriate measures must be taken to ensure that another authorised member of staff must be able to access the data in the event of emergency. Any Company confidential data stored on portable PCs that are taken off-site should be encrypted. 
3. All software and documents should be checked for viruses before use, distribution or storing on a resource.
4. In all but exceptional circumstances, PC workstations (including attached peripherals) must be shut down at the end of each working day by the user of the machine. This is necessary to limit the risk to Feature Creep in the event of a breach of property or network security, reduce the risk of fire and to reduce electricity consumption.
5. Users must always use discretion when communicating externally (e.g. via e-mail, newsgroups, mailing lists and chat services such as IRC and NetMeeting). Care should be taken not to bring the Company into disrepute or contravene any of Feature Creep's policies. All communications made via the Internet and WAN connections can be traced to Feature Creep because of information contained in the underlying network traffic.
6. Each user should ensure that any vital data on their workstation is backed up. If a user wishes to have data on a Company-wide server backed up, the Systems Manager should be informed and the data will be added to the backup schedule.
7. Please also note that Feature Creep cannot be held responsible for the security of any personal information (e.g. credit card details) which users may choose to transmit via any of the Company's resources. It is the nature of some technologies that such information may be transiently or permanently stored on resources both within and beyond the jurisdiction of Feature Creep Ltd.
Internet acceptable use policy

Use of the Internet by employees of Feature Creep is permitted and encouraged where such use supports the goals and objectives of the business.

However, Feature Creep  has a policy for the use of the Internet whereby employees must ensure that they:

· comply with current legislation

· use the Internet in an acceptable way 

· do not create unnecessary business risk to the company by their misuse of the Internet

All users must also be warned that the Internet is a potential source of content that contravenes this AUP, or may be offensive to the user or anyone else who might be exposed to it. It is, unfortunately, possible to inadvertently encounter such content while using the resources for purposes in accordance with this AUP. If any such content is encountered, the user should immediately take appropriate steps to cease presentation of the content, or revert to accessing acceptable content. All users are reminded of the automatic monitoring and logging facilities that are in use, as detailed in this document. In addition, the Company reserves the right to stop or 'block' services if required, for example as a consequence of a security issue or misuse.

Confidentiality

The Internet is a public domain, where a great deal of information is freely available. However, it is essential that Company confidentiality is maintained. Deliberate or accidental release of confidential information may result in disciplinary procedures. If you are unsure of which levels of confidentiality apply, please consult your Manager.
Unacceptable behaviour

In particular the following is deemed unacceptable use or behaviour by employees:

· visiting Internet sites that contain obscene, hateful, pornographic or other illegal material. In addition, it is important to take into consideration that what one person may consider amusing or of interest, may be considered by someone else to be seriously offensive.
· using the computer to perpetrate any form of fraud, or software, film or music piracy

· using the Internet to send offensive or harassing material to other users

· downloading commercial software or any copyrighted materials belonging to third parties, unless this download is covered or permitted under a commercial agreement or other such licence

· hacking into unauthorised areas

· creating or transmit defamatory material

· undertaking deliberate activities that waste staff effort or networked resources

· introducing any form of computer virus into the corporate network

Monitoring

Feature Creep accepts that the use of the Internet is a valuable business tool. However, misuse of this facility can have a negative impact upon employee productivity and the reputation of the business.

In addition, all of the company’s Internet-related resources are provided for business purposes. Therefore, the company maintains the right to monitor the volume of Internet and network traffic, together with the Internet sites visited. The specific content of any transactions will not be monitored unless there is a suspicion of improper use.
Specific investigations into unusual behaviour or suspected abuse of network resources may only be performed with the authorisation of a Manager.
Email acceptable use policy

Use of email by employees of Feature Creep is permitted and encouraged where such use supports the goals and objectives of the business.

However, Feature Creep has a policy for the use of email whereby the employee must ensure that they:

· comply with current legislation

· use email in an acceptable way

· do not create unnecessary business risk to the company by their misuse of the Internet

Unacceptable behaviour

· use of company communications systems to set up personal businesses or send chain letters

· forwarding of company confidential messages to external locations

· distributing, disseminating or storing images, text or materials that might be considered indecent, pornographic, obscene or illegal

· distributing, disseminating or storing images, text or materials that might be considered discriminatory, offensive or abusive, in that the context is a personal attack, sexist or racist, or might be considered as harassment

· accessing copyrighted information in a way that violates the copyright 

· The practice of electronic impersonation (e.g. e-mail forging) is prohibited.
· breaking into the company’s or another organisation’s system or unauthorised use of a password/mailbox 

· broadcasting unsolicited personal views on social, political, religious or other non-business related matters 

· transmitting unsolicited commercial or advertising material

· undertaking deliberate activities that waste staff effort or networked resources

· introducing any form of computer virus or malware into the corporate network
· Under no circumstances should the Feature Creep e-mail systems be used to distribute 'spam mail'. 
External E-mail

When contacting a customer via e-mail, exercise even more caution than you would if you were talking to them directly. Unlike verbal remarks, e-mail can easily be retained and distributed!
Contracts

It is possible for e-mail messages to form part of a contract between Feature Creep and a customer or supplier. Never enter into a contractual commitment via e-mail unless Management authorisation has been granted.
Virus Scanning

· Without exception, any attachments received, or to be distributed externally to Feature Creep, must be checked for viruses using the Company's chosen anti-virus software before use, distribution, or storing on a resource. Although e-mail messages in themselves cannot carry viruses, attachments can.
· Please refer to the 'General Usage Rules' section of this document for further details. If you are suspicious of any e-mail or virus warning which you receive, please do not hesitate to contact your manager for advice.
Personal E-mail Accounts

· E-mail can be sent and received using various methods. The most common is to use an application (such as Outlook), which interacts with servers behind the scenes in Feature Creep, at customer sites and on the Internet. Another is to use 'web based' e-mail, which operates through an Internet browser.
· All e-mail routed through Feature Creep's servers is electronically 'postmarked', identifying each e-mail as having been sent or received by Feature Creep. This hidden information is stored in the e-mail ‘header’, which the recipient may easily view. Web based e-mail can also be traced to Feature Creep because of information contained in the underlying network traffic. Consequently, Feature Creep could be identified as the source of any e-mail sent using Feature Creep resources, including e-mail from personal accounts.
· All rules and guidelines that apply to Company e-mail usage and content therefore must also apply to personal e-mail account usage made via Feature Creep's resources. To both simplify administration and ensure Feature Creep can only be held accountable for e-mail in the 'Feature Creep.com' domain, the Company will not implement any configuration changes to accommodate personal e-mail account access.
Monitoring

Feature Creep accepts that the use of email is a valuable business tool. However, misuse of this facility can have a negative impact upon employee productivity and the reputation of the business.

In addition, all of the company’s email resources are provided for business purposes.  Therefore, the company maintains the right to examine any systems and inspect any data recorded in those systems.

In order to ensure compliance with this policy, the company also reserves the right to use monitoring software in order to check upon the use and content of emails. Such monitoring is for legitimate purposes only and specific investigations into unusual behaviour or suspected abuse of network resources may only be performed with the authorisation of a Manager.
Sanctions

Failure to comply with these guidelines will result in sanctions ranging from disciplinary procedures such as verbal and written warnings, through to dismissal. 

Agreement

All company employees, contractors or temporary staff who have been granted the right to use the company’s IT services are required to sign this agreement confirming their understanding and acceptance of this policy.
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